
Att l�amnas in m�andag den 10 oktoberREGLER : Full points for Q.1 (70 perent) and any one of the other twoquestions (30 perent eah). Hene you get a 30 perent bonus for answeringall three questions. Q.3 is probably harder than Q.2 (at least it's longer).In Q.1, half the points are given for eah of the two tasks.1. Before reading further, go to the list of names at the end of this doumentand get your `telephone number'. If your name is not there, let me know andI'll give you a number. Eah number represents an RSA-enrypted 4-letterEnglish word. Your �rst task is to derypt the word. For this you'll need toknow how the enryption was done.First, I onverted eah word W to a non-negative integer M less than 264using the method desribed in the letures, but this time using base 26 in-stead of 32 (sine I have no need for puntuation symbols). EahM was thenenrypted using my (publi) RSA enryption funtion fA obtained from mypubli key (nA; eA) = (667763; 123679);where nA = pAqA and pA = 911; qA = 733:Sine I'm telling you the fatorisation of my nA, you have enough informa-tion to be able to be able to deode your word.For your seond task you will �rst need to onstrut another publi key(nB ; eB) suh that satisfy 264 < nB < 265:Give this key to me and take the above (nA; eA) to be your key instead. Soyou are now A and I am B. Your task is now to write me a signed messageonsisting of your word, appropriately enrypted (you, A, are sending a se-ret message to me, B).Note : For digital signatures, there is a small subtlety with RSA whih1



I did not mention in lass, namely : if A is sending to B, thenif nA < nB, the signing funtion is fB Æ f�1A ,BUT !!!if nA > nB, you must sign with the funtion f�1A Æ fB.OBS!!! The �rst task I want you to do by hand, i.e.: you must writeout all your alulations, and the algorithms you apply, in full. You mayuse a alulator, but no mathematial software, in other words.For the seond task, you may use software to do the alulations. Please in-lude with your solution a print-out of your program. You may use built-inprograms for algorithms like primality testing, Eulid's algorithm, repeatedsquaring et., and don't need to write your own programs to implementthese algorithms.For example, if you use mathematia, you may make use of the followingin-built programs :� PrimeQ[n℄Outputs TRUE if n is prime, otherwise FALSE.�ab Multiplies a and b.� EulerPhi[n℄Computes �(n).� GCD[a; b℄Computes the GCD of a and b.� PowerMod[a; b; ℄Computes ab (mod ). Note that this funtion an even be used to om-2



pute multipliative inverses, i.e.: if you insert b = �1 then it omputesa�1 (mod ) provided GCD(a; ) = 1. If GCD(a; ) > 1 then it replies withan error message.2. Let n be a positive integer. Let An be the subset of f1; :::; ng onsistingof those integers k for whih the equationx6 + y6 � z6 = khas an integer solution. Show thatlimn!1 Ann � 47 :3. Let p be a prime. An integer x 2 f1; :::; p � 1g is said to be a quadratiresidue modulo p if there exists an integer y suh thatx � y2 (mod p):Let Rp denote the set of quadrati residues modulo p.(i) Write out the sets R13 and R17.(ii) Show that, if p is a prime and x; y are any two integers, thenx2 � y2 (mod p), x � �y (mod p):Dedue that jRpj = p�12 for all odd p.(iii) Prove that, if p > 3, thenXx2Rp x � 0 (mod p):
List of names and numbers1. Per Jaobson : 1588752. Mikael Andersson : 5570243. Henrik Sang�o : 413994. Therese Andr�esen : 63495. Gustav Andersson : 2123156. Mia Ingmarsdotter : 2948 3



7. Marus Osarsson : 1866288. Kristo�er Wilhelmsson : 5218609. Johan Kemme : 54895510. Alfred Ekl�of : 21522211. Deji Odulate : 42801612. Navid Razazi : 22606413. Pontus Hell�aker : 51548414. Valdet Zekaj : 10630615. Samuel Karlsson : 55601916. Henrik P�ahlsson : 27170817. Z. Dimitrijevi : 7024618. Per D�uring : 49229119. Martin Ventin : 27747920. Sepehr Reyhanian : 60672521. Farzad Dehmany : 7136322. Jens Hedin : 18062423. Fredrik Hedstr�om : 28991624. Marus Anemo : 41511125. Carl Jaobsson : 36452126. Marie �Ahs : 38929727. Jenny Hilbertsson : 60860028. Caroline Hermansson : 31639829. Hanna Levin : 2546230. Jonas Wign�as : 49851331. Robin Bj�ornberg : 27306532. Per K�urman : 22927633. Olle Wedin : 14272834. Gustav Johannesson : 17784835. Johannes Adler : 44554336. Ali Mansouri : 36219137. Erik Jagre : 35537438. Alireza Arjomand : 26124239. Samir Dehli : 18593640. Jesper Frisk : 8749441. Jonatan Hedin : 29537442. Tomas H�o�ok : 12739543. Jak Perival : 60052244. Peter Shill : 29691045. David Steen : 116724 4



46. Mats Wang-Hansen : 24220347. Emil Edvardsson : 16476048. Carl Lindstr�om : 18472049. Martin Hedvall : 30781150. Malin Aktius : 33769651. Mats Wiksborg : 51850152. Ted Bremberg : 66458953. Erik Karlsson : 39957354. Lena Berg : 24361955. Martin Julander : 8825756. Martin Hadartz : 43862657. Marie Str�om : 23745258. Jonatan �Akerlind : 56006759. Henrik Claesson : 60797260. Irena Draa : 22891861. Eija Johansson : 7831762. Jonas Svensson : 49838163. Martin Larsson : 9602664. Marus Birgersson : 50318265. Carl Hallqvist : 26828566. Thomas Lewander : 53593367. Daniel Ohlsson : 58068768. Anders Eliasson : 30582269. Martin Gholami : 62487570. Johanna Majqvist : 23948671. Andreas Baur : 42932572. Vitor Str�om : 31112673. Jonas Sundstr�om : 53666674. Alexander Stenberg : 16024475. William Fall : 65852276. Nils Wenzelberg : 158056
5


